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1. 
Scope of Agreement
NWQPHC ICT Team will provide ICT Services to General Practices that are part of the NWQPHC Division. NWQPHC has been providing ICT Support for General Practices previously without any documentation detailing specific service that can be provided. 
This document will list ICT Services that NWQPHC is able to provide to General Practices. These services have been placed into a table, which is located on page 3. Tier-based service levels have been established to indicate the different types of ICT work, as well as difficulty for the work and in some cases, related costs associated with performing services. Quality Assurance is an important part of technical services, and is discussed on page 9. 
NOTE: NWQPHC does not receive Federal Funding for the provision of ICT Services to General Practices. NWQPHC offers these services to General Practices as additional value for being part of the NWQPHC Division of General Practice.

2.
Introduction to NWQPHC Technical Staff 
NWQPHC has ICT Staff members in each geographical location that is serviced by the division. These staff members are referred to as Information Systems Officers and are trained and experienced in the Information Technology industry.

	Location:
	Name:
	Title:
	Hours of Contact
	Phone:

	North West
	Paul Dela Pena
	Information Systems Officer (Place Management)
	8:30 am to 5:00pm Monday - Friday
	(07) 4749 4615

	Central  West
	Grant Millar
	Information Systems Officer (Place Management)
	8:30 am to 5:00pm Monday  - Friday
	(07) 4758 3622

	East Coast
	Josh Rowe
	Information Systems Officer
	8:30 am to 5:00pm Monday - Friday 
	(07) 4725 8868


3.
NWQPHC Table of Technical Services
	Tier One Services

	Service Type
	Delivery
	Description
	Resolution Time
	Cost Association

	Helpdesk Support
	Phone, Email and Remote Access.
	First level Helpdesk Support:
· assist with new user account and mailbox creation, where the General Practice has a Microsoft Windows Server Environment established.

· assist with most common application errors and malfunctions. (eg. Microsoft Windows and Office products, most PMS and CMS applications.)
· assist with Local Area Network and Internet outages.

· assist with application and communication errors with regards to peripheral devices (eg. Printers, Scanners, Modems, Keyboard and Mouse.)
· Can provide advice and solutions for malfunctions related to workstation and server hardware platforms.
	Less than 1 hour.
	Nil

	Advanced Helpdesk Support
	Phone, Email and Remote Access.
	Second level Helpdesk Support:
· Major application and systems outages will be addressed by Second level Helpdesk. External parties may be engaged at this stage to aid problem resolution. Example of problems that will be addressed at this level are as follows:
· PMS/CMS Server Outage: Can assist with PMS/CMS software server outage (eg. Best Practice server, Medical Director server, Genie Server), which results in practioners/other staff unable to connect to the server and utilise data required for day-to-day operation of the General Practice.

· Network Application Server Outage: Can assist with Network Application Server outages (eg. Email server, Print server, File server), which result in practice staff unable to use services that are required in day-to-day operation of the General Practice.

· Microsoft Windows SBS Server: Can assist with common errors and malfunctions that are caused by Microsoft Windows SBS Server operating system.

· Complete Server Failure: In the circumstance that a Server system fails , to the point where it will no longer accept user input and does not respond even after a system restart, ICT Staff will be able to provide assistance, where possible, to return the system to a production state. 

However if this situation arises then there is a high chance that the failure will be caused by hardware malfunction, or by a severe software malfunction. If this is the case, ICT Staff or a Local Technician will need to be scheduled to service the system to restore it to working order and may result in an increase in tier level and therefore the applied cost associated with that tier level.
	Between 2 – 5 hours.
	Nil

	Purchasing/
Consultation
	Phone and Email
	NWQPHC provides General Practices an IT Reseller service; where they can request new ICT resources such as software applications (Microsoft, Adobe and other vendor products) as well as hardware products (Desktop and Laptop computers, Server systems, Network devices, Printers and other peripherals.) NWQPHC will also provide assistance with system upgrades to maintain high performance.
	Less than 1 week.
	Nil


Tier One Services will be delivered primarily by Information Systems Officers. Assistance will be available from the Information Systems Administrator and the ICT Services Team Leader where required.
	Tier Two Services

	Service Type
	Delivery
	Description
	Resolution Time
	Cost Association

	System Documentation
	Phone, Email and Remote Access.
	NWQPHC can prepare Systems Documentation for General Practice, for the purpose of a single repository of all technical details relating to computer and network systems within the General Practice office.

The overall benefit of these details at hand, and regularly updated, ensures that technicians engaged to consult or repair systems at the practice have all the necessary details available to them for the job. Capacity planning for increased services is also made considerably more efficient having a document like this available.
	2 weeks
	Nil; unless Practice Visit is required.

	ICT Disaster Recovery
	Phone, Email and Remote Access.
	ICT Disaster Recovery, as defined by NWQPHC ICT Staff for General Practices, is the ability to restore vital computer systems and connectivity as rapidly as possible to ensure day-to-day operations of a General Practice can resume as normal.

Disasters can be of varying impact, and disaster recovery planning is vital for business continuity. Some events that necessitate disaster recovery are natural disasters like fires and earthquake, power failures, theft, system and equipment failures, human errors, computer viruses etc.

In order to prevent data loss we implement the following strategies:
· System Backup/Restore schedules: Foremost of any disaster recovery plan is the confirmation of a system backup and restore procedure. Backing up data to an electronic media, preferably a media that can be taken off-site, will ensure that business data can be restored in the event of a disaster. Performing test restorations of data at regular intervals is necessary to ensure data integrity.

·  UPS/Surge Protectors: Equipment such as UPS devices and Surge protectors stop electrical power surges from damaging computer equipment. These surges mostly occur when a site experiences blackouts or brownouts, and as the power is restored to a building a strong surge of electrical current is released into the power grid. Using surge protection and UPS devices ensure Server equipment can shut down safely during this event, and are protected when the power is restored.
	2 weeks
	Nil; unless Practice Visit is required.

	System Design
	Phone and Email
	An ICT Planning and Consultation service to provide assistance with major acquisition of computer equipment, or to overhaul existing computer equipment.

NWQPHC recommends Microsoft Windows Server 2003 environments, and has a high level of experience in design and maintenance of such systems. Domain network environments, Exchange email account implementation, Symantec Corporate Anti-virus solutions are all design functions that NWQPHC can perform.

· New General Practices: NWQPHC will assist with planning for a major installation of computer equipment. Server systems, desktop and laptop computer systems and networking equipment can be quoted and billed to the General Practice through our preferred suppliers. Medical software, Pathology software and other applications will be arranged in accordance to the practice requests.

· Existing General Practices: General Practices may request NWQPHC ICT personal to assist in implementing particularl changes to an existing network environment. Upgrading a General Practice from a small workgroup environment without any email services, to a secure domain environment and implementing Exchange email services is one such design project. Proper planning and implementation will ensure that the desired systems function correctly, and capacity planning for future growth is also considered at the time of the upgrades.

NOTE: This service does not include actual installation/configuration of systems. Implementation of “System Design” is a Tier 3 Service and will be chargeable to the General Practice. 
	Preferable Design time 1 – 2 months.
	Nil; unless Practice Visit is required.


Tier Two Services will be delivered through collaboration with all ICT Staff members. 
	Tier Three Services

	Service Type
	Delivery
	Description
	Resolution Time
	Cost Association

	On-site Technical Support
	Practice Visit
	On-site Technical Support is available for General Practices. This service will provide General Practices assistance with their ICT Systems that cannot be resolved by either telephone or remote assistance. 

This service is applicable to pre-scheduled work between the General Practice and the NWQPHC ICT Staff. This service is only available during working hours. 
	As scheduled.
	Nil

	After hours ICT support
	Phone, Email, Remote Access and Practice Visit.
	ICT Support and Maintenance can be available for General Practices after working hours for the purposes of maintaining network and computer systems, software and hardware. This can include major updates to Medical software, hardware upgrades to server systems and other changes that cannot be carried out during the working day.
*After Hours definition – Any time outside of Monday to Friday between the hours of 0800 – 1800hrs public holidays.
	As scheduled.
	$110.00 per hour inc. GST.

	Emergency ICT Assistance
	Phone, Email, Remote Access and Practice Visit.
	ICT Support and Maintenance that is non-scheduled, and requires NWQPHC ICT Staff to be available for support immediately, will be a service available to General Practice at cost. 

	Undeterminable.
	$140.00 per hour inc. GST. 


Tier Three Services will be delivered through collaboration with all ICT Team Leader and Place managers. 
NWQPHC ICT Service Provisions:

1. NWQPHC ICT Staff will endeavour to accommodate all requests made by General Practices. The “Resolution Time” is reflective of an estimate to complete the specific work requirements; however this may not always be possible due to either preceding requests or internal NWQPHC ICT workloads. If delays are met/expected then the ICT Staff will inform the General Practice and reschedule as appropriate.
2. Purchases made by NWQPHC on behalf of General Practices should be directly related to the systems at the General Practice. Personal purchases and/or advice will not be available by the NWQPHC ICT Staff.
3. Most ICT Services provided by NWQPHC do not incur costs to General Practices. However, travel and accommodation WILL BE incurred to the General Practice where appropriate. As specified, if External providers are contracted for work this cost will also be incurred by the General Practice. NWQPHC will not contract external providers without prior permission from the General Practice.
4. Costs relating to software and/or hardware purchases will be incurred by the General Practice. NWQPHC ICT Staff will not make any purchases on the behalf of General Practices without prior approval and consent.
5. Costs relating to accommodation which may occur when the delivery of ICT services is deemed to take longer than the working day and/or the acceptable time frame for after hours travel. The practice will incur the cost of accommodation.
6. In the event that data loss or systems failure occurs through no fault of NWQPHC ICT. Than the General practice will incur the hourly rate nominated in the Tier Three scheme and the cost of overnight accommodation if needed.

7. In the event that data loss or systems failure occurs through fault of NWQPHC ICT. Than no additional cost will be incurred.
8. If the general practice incurs costs as a part of tier level three services delivery by NWQPHC ICT staff the process of billing will be done on a monthly basis and a statement of service will be issued with the bill. The bill is to be paid within 14 working days of issue of bill.

4. Quality Assurance
NWQPHC ICT Staff have a commitment to deliver a high standard of service, efficiency and professionalism when providing ICT Services for General Practices. NWQPHC ICT stipulates the following conditions can be expected by General Practices when working with the staff:

· Technical Expertise: 
NWQPHC ICT Staff are highly experienced with most network and computer systems, as well as being familiar with the configuration and maintenance for Practice Management and Clinical Management software. In the circumstance that the staff is not able to assist with a particular problem or issue, they will convey this information promptly and advise on an appropriate course of action.
· Reliable Service:
Appointments and scheduled events will be kept by NWQPHC ICT Staff. However situations may arise where ICT staff will not be able to complete these arranged timeframes. Should this occur, the staff will contact the General Practice to disclose this information, and will reschedule the service for a later time or date.
· Exclusion clauses:  
1. Except as expressly provided to the contrary in this agreement, all terms, conditions, warranties, undertakings, inducements or representations whether express, implied, statutory or otherwise relating in any way to the service provided by NWQPHC or to this agreement, are excluded.  Without limiting the generality of the preceding sentence, NWQPHC shall not be under any liability in respect of any loss or damage (including consequential loss or damage) however caused, which may be suffered or incurred or which may arise directly or indirectly in respect of the service or the failure or omission on the part of NWQPHC to comply with its obligations under this agreement.
2. Where any Act of Parliament implies in this agreement any term, condition or warranty, and that Act avoids or prohibits provisions in a contract excluding or modifying the application of or exercise of, or liability under such term, condition or warranty, such term, condition or warranty shall be deemed to be included in this agreement.  However, the liability of NWQPHC for any breach of such term, condition or warranty shall be limited at the option of NWQPHC, to any one or more of the following: 

(a) the supplying of the services again; or
(b) the payment of the cost of having the services supplied again.
3. NWQPHC makes no warranty of fitness for a particular purpose.
4. The client warrants that there has been no reliance upon NWQPHC's skill or judgement or written or oral representations in deciding whether the service is fit for a particular purpose.
I _____________________________as an authorised representative of _______________________________________ accept the above terms and conditions of this agreement.
Signature ____________________________ Date: __________________

Witness Name: _______________________ Signature: ____________________________ Date: __________________

